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CYBER CRIME | CYBER DEFENSE | SECURITY BREACH 
 
CISA Adds 95 CVEs to Its Catalog, Urges for Quick Action-CyWare-03.08.2022 
The CISA has added 95 vulnerabilities in actively exploited security flaws. This is one of the largest chunks 
of CVEs added to its Known Exploited Vulnerabilities Catalog since the issue of the binding operational 
directive in November last year. According to the CISA, federal agencies are given around three weeks to 
patch the newly added 95 security flaws. Around eight of these flaws have high critical severity scores of 
9.8. The list further includes bugs in old products that have already reached the end of life, such as Adobe 
Flash Player. These flaws can be seen in the National Cyber Awareness System. 
 
Analyst Note:   
Cyber defense though not always absolute, is a substantial part of national security. Total security of the 
United States is the core of government defense agencies. The size of an organization is inconsequential. 
All businesses, enterprises, agencies, etc. are an integral part of the United States economy and origin.  
Each organization is interlinked with their communities, governments, and other institutions. These links 
in the chain are angles of attack that can shut down an entire industry. Organizations protecting their 
networks is an integral part of economic and defense security for the entire nation.      
 
MALWARE | SOCIAL ENGINEERING | RANSOMWARE  
 
Microsoft Patches Critical Remote-Code-Exec Hole in Exchange Server and Others-TheRegister-03.09.2022 
Microsoft has addressed 71 security flaws, three critical remote code execution vulnerabilities, in its 
monthly Patch Tuesday update. Critical RCEs include CVEs 2022-23277, 2022-24501, and 2022-22006. 
Microsoft also issued fixes for several other products including Office, Windows, Internet Explorer, 
Defender, and Azure Site Recovery. Also, SAP's March patch day included 17 new and updated security 
notes. Most of the critical fixes are still Log4j patches. Adobe, Cisco, Intel, AMD, and Google are also 
addressing issues and forwarding patches for certain critical and non-critical vulnerabilities. 
 
Android’s March 2022 Security Updates Patch 39 Vulnerabilities-SecurityWeek-03.08.2022 
Google this week announced the release of patches for 39 vulnerabilities as part of the March 2022 security 
update for Android. The most serious vulnerability is CVE-2021-39708, a remotely exploitable elevation 
of privilege issue identified in the System component. Goggle advised, the most severe of these issues is a 
critical security vulnerability in the System component that could lead to remote escalation of privilege. 
The first part of this month’s set of patches arrives on devices as the 2022-03-01 security patch level and 
addresses CVE-2021-39708, along with 17 other bugs. 
 
Analyst Note:   
A vulnerability is a weakness or flaw in a configuration, protocol, security policy, or technological in se-
curity. Researchers are always searching for vulnerabilities to help software users fix and close security 
weaknesses, so that threat actors do not exploit or gain access to victim systems. Threat actors evolve their 
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tactics constantly. Network Security and administrators and their teams should stay informed when soft-
ware vulnerabilities are discovered. Fixing security weaknesses are an integral and daily part of securing 
a network. 
 
CYBER POLICY| CYBER INFRASTRUCTURE | CYBER INITIATIVE 
 
Russia-Ukraine: Threat of Local Cyber Operations Escalating into Global Cyberwar-SecurityWeek-03.07.2022 
The Russia/Ukraine conflict is likely to redefine the relationship between kinetic and cyber warfare.          
Security observers have been warning for years that adversarial states have been surveilling and embedding 
themselves within U.S. and European critical infrastructure. This fear is amplified by the unknown potential 
that Russian state actors may have been able to make use of the SolarWinds attacks and the Log4j                
vulnerabilities. Also dangerous, known cyber groups have also been taking sides in the conflict. These 
groups are not centrally controlled and may not have discipline like state actors. Open is the possibility of 
these independent groups directly attacking the critical infrastructure of the other side. Any company           
anywhere in the world that considers itself too small or too innocuous to be at risk from cyber spillover 
from this war should reconsider. 
 
Hackers Stoke Pandemonium amid Russia’s War in Ukraine -ArsTechnica-03.05.2022 
A wave of cyberattacks meant to buoy Ukraine could have unintended consequences. For years, Russia has 
barraged Ukraine with an array of intrusive and destructive cyberattacks. And the war opened in recent 
days with Russian campaigns to hit Ukrainian institutions with DDoS attacks and awaken data-wiping    
malware on hundreds of Ukrainian computers. The Conti and CoomingProject ransomware groups declared 
their allegiance to Russia. Soon after more than 60,000 of Conti's internal messages were leaked. They 
described how the group is organized and how it operates. This is strong evidence of the impact hacktivism 
can have, regardless of whether such protests directly shape the course of the war. 
 
Analyst Note:   
Hacktivism is the act of misusing a computer system or network for a socially or politically motivated 
reason. Generally, hacktivists operate in coordinated and illegal efforts to disrupt systems and advance 
their collective agenda. Currently there are numerous hacktivist groups acting on behalf of both Russia 
and Ukraine. Although they may seem equitable, hacktivists can hinder or even halt lawful long term cyber 
strategic operations. Government agencies may have compromised a network, and due to hacktivist activ-
ity, the compromised network administrators remediate vulnerabilities. This can cause a disruption of long 
term information collection.    
 
 
 


