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MALWARE | SOCIAL ENGINEERING | RANSOMWARE  
 
Credentials for Thousands of Open-Source Projects Free for the Taking -Again! -ArsTechnica– 06.13.2022 
Travis CI, a service that helps open-source developers write and test software, is leaking thousands of      
authentication tokens and other security-sensitive secrets. Many of these leaks allow hackers to access the 
private accounts of developers on GitHub, Docker, AWS, and other code repositories, security experts said 
in a new report. The tokens give anyone with access to them the ability to read or modify the code stored 
in repositories that distribute an untold number of ongoing software applications and code libraries. The 
ability to gain unauthorized access to such projects opens the possibility of supply chain attacks, in which 
threat actors tamper with malware before it's distributed to users. The attackers can leverage their ability to 
tamper with the app to target huge numbers of projects that rely on the app in production servers. 
 
Analyst Note:   
Data leakage refers to the unauthorized passage of data or information from inside an organization to a 
destination outside its secured network. There are a few ways that administrators can try to keep their 
businesses safe from data leakage. First, administrators should have a clear understanding of the security 
features of their tools to ensure they are comprehensive enough for business operations. Second, secure the 
endpoints of the network in which the data is being utilized. Third, evaluate network permissions to limit 
lateral movement. Finally, train employees on the importance of securing data by changing passwords and 
utilizing a VPN. 
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#RSAC: CISA Outlines Bad Practices Every Organization Should Avoid- InfoSecurity-06.10.2022 
At the RSA Conference 2022, Donald Benack, deputy associate director at the Cybersecurity and                  
Infrastructure Security Agency (CISA), and Joshua Corman, founder of I am the Cavalry, outlined what the 
US Government sees as the three most critical bad practices for IT today. The first list of bad practices only 
has three items, and Benack emphasized that the three things are activities that absolutely must stop. The 
Bad Practices include: the use of unsupported or end-of-life software, the use of known/fixed/default         
credentials, and the use of single-factor authentication for remote or administrative access. "All of these 
practices are not based on theory; they're based on analysis of all the incident reports and access to                 
information CISA has around what's being exploited in the wild," Benack said. 
 
Analyst Note:   
Critical infrastructure industries include those that are responsible for national security and health,         
economic stability, and the general welfare of the public. CISA is developing a catalog of bad practices 
that are exceptionally risky, especially in organizations supporting critical infrastructure. These faulty 
standards practiced by organizations that support infrastructure are exceptionally dangerous and can        
increase risk to the United States. CISA opened a bad practices discussion page on Git Hub to engage with 
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network administrators and professionals from industry and different branches of government. The GitHub 
page can be found at https://github.com/cisagov/bad-practices/discussions . 
 
 
CYBER CRIME | CYBER DEFENSE | SECURITY BREACH 
 
Thirty-Eight Leaders Sign Cyber Resilience Pledge-SecurityWeek-06.10.2022 
The Coalition to Reduce Cyber Risk (CR2) announced this week that it has been joined by 37 organizations 
across eight countries in signing a pledge to improve cyber resilience and combat threats such as                   
ransomware.  This shows, CR2 notes, that organizations are aware of the importance of collaboration in 
countering evolving threats and in implementing risk-based cybersecurity globally. By signing the pledge, 
these organizations show their commitment to drive the development and implementation of risk-based 
approaches based on widely accepted standards and to support small businesses in adopting risk-based 
cybersecurity. Additionally, they pledged to improve cybersecurity standards and incorporate them in      
policies and controls, and to periodically perform assessments of these policies and controls, to ensure they 
continue to be standard-compliant. 
 
Analyst Note:   
Cyber resilience is the ability of an organization to prepare, respond, and recover when cyberattacks ensue. 
Creating cyber resilience is imperative as businesses need to defend themselves against attacks, continue 
operations after an event, and limit the effects of security incidents. If planned efficiently as part of an 
inclusive operations strategy, resiliency plans can limit the severity of a breach and protect the system 
during an attack. These cyber resiliency policies should be fluid with the ever-changing qualities of the 
organization. Administrators should enact network policies and procedures that are a continuous                
improvement in network operational management.   
 
 
 
 
 


